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Activity Details

@ Sservice FONTCACHE4.0.0.0 (WIN32 OWN PROCESS) was installed
(3 Service status (FONTCACHE4.0.0.0)

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\WPF\PresentationCache.exe -s
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APT10 New Activity Targeted Ba...
APT 10 aka. *Stone Panda, APTIO0, APT 10,
MenuPass, Menupass Team, menuPass,
menuPass Team, happyyongzi, POTASSIUM,
DustStorm, Red Apollo, CVNX, HOGFISH, Cloud
Hopper, BRONZE RIVERSIDE®
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DETECTIONS CONFIDENCE
8
10 APTI0 Uncovering New Activity

8 2 1 Origin: China, 2009 Aliases: Cloud Hopper, Red New campaign from attackers located in China.
Apollo, CNVX, Stone Panda, MenuPass,

| WHOIS s I PONS 9 | S-PONS CERT POTASSIUM, MenuPass Group, APT 10 Key
Target Sectors: Construction and Engineering,
Aerospace, and Telecom firms, and Governme
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Inject cahe.microsofts.org:443
PresentationStatic.dll Open 104.155.228.182
Process iexplore.exe / 23.224.75.92
A % 43.245.196.121
¢ Download TEEEEEE 43.245.196.122
i Shellcode 43.245.196.123
Check M 43.245.196.124
Service Donut Loader
Alive

DogCheck.bin

Inject

svchost.exe [/ winlogon.exe

CYCRNFT
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3FDDD8FBEFA15029C

EC30990EFD04B15926F2F9D
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Downloader
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Library
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Library
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Library
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DogCheck
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File Server

File Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

dowon[.]Jmicrosofts|.]top

dowon[.]J08mmal.Jcom

cahe[.Jmicrosofts|.Jorg

cache[.]Jmicrosofts|.]cc

cahel.]3mmlg[.Jcom

cahe[.]7cnbo[.Jcom

43[.1245[.]196].]120
43[.1245[.]196].]121
43[.1245[.]196].]122
43[.1245[.]196[.]123
43[.]245[.]196].]124
23[.]224[.]75[.193

23[.]224[.]75[.]91

&s IP

resolve to
43[.]245[.]19
6[.]120
A8 IP
A8 IP
resolve  to
104[.]155[.]2
28[.]182
HEE 1P
resolve  to
43[.]245[.]19
6[.]121
EE IP
resolve to
43[.]245[.]19
6[.]122
58 IP
58 IP
5B IP
58 IP
58 IP
5B IP

BB IP
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11620

11569.002

T1543.003
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T1505.003
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T1543.003
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T1027

T1480

T1562.001

Reflective Code Loading

Service Execution
Windows Service

Windows Management
Instrumentation

Remote Desktop Protocol

Web Shell
System Information Discovery

Software Discovery: Security
Software Discovery

Create or Modify System
Process

Process Injection

Obfuscated Files or
Information

Execution Guardrails

Impair Defenses: Disable or
Modify Tools
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5 donut EHR&ELA .NET Assembly
Shellcode

SEEREI Windows Service
SEEREI Windows Service
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B EB A ASPXCSharp Web Shell
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x86.bin & DogCheck #&EiEST
Process Injection

WEEEH DotNet Reactor HREE
DotNet ZEEFET
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